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CI NASCONIDIAMO TRALE NUVOLE PER COLPIRE NEL SILENZIO

Ukraine: Technical-Military Lessons
from the Front Line
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The war along the contact line in Donbass has entered a phase where the “decisive factor” is
no longer a single weapon, but the ecosystem: economical sensors (drones), improvised
munitions, satellite links, rapid adaptation, ability to move and hide under a sky that sees and

strikes. From this transformation, concrete lessons emerge, especially technical and doctrinal.

1) The sky is the new “front line”

Lesson: |local superiority depends not only on artillery but on the ability to deny and survive the

sky.

e The constant buzzing of drones makes the space above the trench a continuous “death

zone”: observation, target acquisition, FPV attacks, night drops, and even drones left on the

ground as ambush devices.

e Operational implication: every movement (supply, evacuation, rotation) becomes a micro-

operation with very tight timing, radio discipline, standard procedures, and emergency
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plans.

What to study (Italy): “anti-drone first” doctrine: not a niche asset, but a requirement for

every unit, from squad to battalion level.
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2) Tactical mobility: “fast, short, unpredictable”

Lesson: survival on the road is a race of seconds, not kilometers.

e Transfers occur with aggressive maneuvers, stops reduced to moments, minimal exposure.

Even a “normal” pause can be fatal.

e The threat is not only the attacking drone: it's the reconnaissance drone that “marks” a

vehicle and calls for subsequent fire.

What to study (ltaly):

e tactical driving training on mud/snow and in degraded conditions;
e “stop & go” procedures and rapid unloading;

e standardization of behavior under drone alert (no improvisation).

3) Weather and night are no longer “guaranteed cover”

Lesson: rain, snow, and wind degrade sensors, but degrade both; the advantage goes to those

who can change the pace.

e In bad weather, the effectiveness of drone coverage decreases: this opens windows for foot

infiltrations and small advances.

e This results in a war of micro-movements: ground gained by meters, not maps.

What to study (Italy): “all-weather” capability for sensors and procedures: when drones see

less, alternative plans are needed (observers, ground sensors, patrols, barriers).
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4) Electronic warfare: the counter-move changes the game
(but doesn’t solve everything)

Lesson: when electronic warfare (radio jamming) becomes widespread, non-jammable control

channels are sought: this is where fiber optic drones come in.

e Cable control reduces the effectiveness of jamming: if the signal doesn’t pass via radio,

jamming it is much more difficult.

e Countermeasure: not “turning off the signal”, but interrupting the physical chain

(cutting/breaking the wire) or hitting the pilot and the launch point.
What to study (ltaly):

e integration between EW and kinetic (jamming + fire + maneuver);
e patrols and sensors dedicated to discovering piloting positions;

e “drone logistics hunt” (batteries, spare parts, assembly points).
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5) The “distributed factory”: rapid innovation, low cost,
and production close to the front

Lesson: in a long war, the winner is the one who shortens the cycle idea - prototype - test

- deployment.

e Small workshops (3D printers, assembly benches, commercial components) generate
continuous adaptations: weight balancing, camera supports, release systems, frame

modifications.

e The advantage is not only technological: it is organizational. Small, agile teams with direct

feedback from the front.

What to study (ltaly):

e “innovation cells” connected to units, not just research centers;
e rapid procurement procedures for non-strategic components;

e minimum safety and quality standards (to prevent speed from causing accidents).

BrigataFolgore.net Pagina 3di 6



6) Training: curiosity and cycle-time matter, not just “by-
the-book” specializations

Lesson: operators and technicians are needed who can be trained in a few weeks, updated

every month.

e If technology changes rapidly, training must be modular, continuous, “released” like

software.

e The drone operator is not just a “pilot”: they are a node in a network made of video,

coordinates, communications, and collaboration.

What to study (ltaly):

e quick paths for technical skills (drones, networks, repairs);
e culture of immediate debrief and sharing lessons learned among units;

e technical reserve (engineers, makers, IT specialists) activatable in crisis.
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7) Network and connectivity: whoever sees and shares
first, strikes (or avoids being struck)

Lesson: modern warfare is also a bandwidth war: video feeds, coordinates, synchronization.

e Satellite connectivity (e.g., Starlink) allows networking of positions and video streams: this

increases decision speed and fire effectiveness.

e Vulnerability: dependence on nodes, terminals, energy; and risk of localization if

electromagnetic discipline is poor.

What to study (ltaly):

e communication redundancy (satellite + terrestrial + radio);
e SOP on emission control (EMCON) and digital post security;

e ability to operate “degraded” when the network falls.
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8) The trench remains central: minimal logistics, shifts,
fatigue, and psychological endurance

Lesson: even with drones, infantry in position lives on rotations, supplies, micro-disciplines.

e Fragmented sleep, long stays, isolation: mental endurance becomes operational capability.

¢ In defense, often “not losing ground” is already a success: but it consumes men and

materials.

What to study (ltaly):

e equipment to sustain weeks in position (energy, heat, hygiene, food);

e anti-fatigue protocols and stress management (not “well-being”: readiness).
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9) Passive defense and “life tunnel”: physical protection
reinvents itself

Lesson: nets, covers, shields, and protected paths drastically reduce vulnerability to attacks

from above.

e Roads with stretched nets and masked paths become tactical infrastructures: they are not
scenery, they are survival.
e In areas near Kramatorsk and Druzhkivka, “artisanal” protection of communication routes is

part of the strategy.

What to study (ltaly):

e standard camouflage kits and anti-top-attack protection for logistic routes;

e engineering capability to build “quickly and often” (not just once).

10) Energy resilience: hitting the power grid means hitting
society (and war capability)

Lesson: attacks on energy infrastructures turn electricity into a strategic weapon: it wears

down the population and degrades military and healthcare functions.
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e In Kyiv, scheduled blackouts change routines, services, healthcare, evacuations. Companies

like Ukrenergo and DTEK become “military” targets because they enable everything else.

What to study (ltaly):

e energy continuity plans for hospitals, telecommunications, transport;
e generators yes, but with safety procedures and fuel logistics;

e micro-grids and redundancy: not just physical protection, but network architecture.

Summary: what really changes for Italy

These lessons do not say “buy more drones”. They say something else:

1. Every unit must know how to live under drones (move, disquise, react).
2. EW + kinetic as a fixed pair, not separate options.
3. Rapid innovation close to units, with fast supply chain and minimum quality control.

4. National resilience: energy, communications, healthcare, civil protection are part of

deterrence.

5. Continuous training: technology changes faster than manuals.
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