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The invasion of Ukraine was not the trench warfare many expected; on the contrary, it marked
the definitive entry into the era of killer robots. Traditional weapons — such as tanks,
warships, and fighter-bombers — have been surpassed in effectiveness by remote-controlled
machines that, thanks to Artificial Intelligence (AI), are rapidly acquiring the ability to act
completely autonomously.

Recently, attention has focused on the future of historical vehicles like the tank. After a conflict
that, in its initial stages, recalled positional wars, strategic analysis had to revise its conclusions.
The war in Ukraine, in fact, has become a true laboratory for future conflicts, proving to be
dominated by a weapon much smaller, cheaper, and deadlier than the tank: the drone.

How to respond to a drone incident: immediate safety guidelines
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The Evolutionary Leap of the Drone
The use of unmanned aircraft by armies dates back several decades.
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The Origins: The first military drones were introduced for reconnaissance tasks.

The Armed Expansion: A significant initial "leap" occurred with the use of armed drones,
allowing precise attacks on hard-to-detect targets, eliminating risk for military personnel. A
historical model in this sense is the Predator MQ1, whose development is attributed to
Israeli engineer Abraham "Abe" Karem.

The Tactical Role: A second "leap" saw the drone evolve from a precision tool to an
ordinary combat vehicle, assuming a primary role in aerial patrol and strategic information
gathering.

It is on the Ukrainian front, however, that military use has reached a new dimension, both in
terms of volume and technological sophistication. The nations involved produce these vehicles
in massive quantities. Statistics indicate that a significant portion of the conflict's casualties is
attributable to these "flying assassins." The high autonomy of small aircraft has created a vast
“death zone” and popularized the expression “Dirty Sky” to describe the contested airspace.

Perpetual Flight: the solar drone bringing 5G to US defense skies
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Entering the Era of Warrior Robots
A true revolution has occurred in the art of war, a monumental change comparable to the
introduction of gunpowder and cannons in the Renaissance. The effectiveness and
pervasiveness of drones are surpassing those of tanks, fighter-bombers, and warships. It has
been understood that the future of warfare is played out on these means for several
fundamental reasons:

The Advantages That Are Rewriting Military Strategy
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Operational

Advantage
Strategic Implications

Costs/Production
They can be manufactured in tens of thousands at significantly lower costs
compared to conventional heavy vehicles.

Personnel Training
Training to pilot a drone is extremely rapid, using interfaces similar to video
games, in stark contrast to the years required for fighter pilots.

Usage Flexibility

The range includes kamikaze drones (for example, the Israeli-made Hero 30

model), surveillance drones with advanced cameras, supply transport drones,
and even underwater marine drones for inspection or attack.

Tactical

Information

The all-seeing eye of the drone eliminates the need for soldiers to expose
themselves for reconnaissance, effectively nullifying the possibility of a
"surprise move".

This versatility has accelerated technological development impressively. Both major armed
forces have created new specialized units: the “Unmanned Systems Forces”.

Defense and Countermeasures: To counter attacks, solutions such as covering cities
with physical nets to block aircraft are adopted. Additionally, to avoid hacking and electronic
disturbances, technologies have been introduced that guide drones via long fiber optic

cables, making the signal untraceable.

Strategic Ambitions: Some world powers have declared the goal of transforming their
military capability, aiming to become a "drone nation," strengthening domestic production
and international collaborations (for example, the use of the Iranian drone Shahed and the
use of imported components).

ABE: The Drone of the 101st Airborne Division assembled in 20' by Soldiers
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Death Fields and War Democracy
Vast areas near the front have become death fields, where swarms of drones operate
relentlessly, sometimes targeting civilians (a macabre activity known in some areas as "human
safari"). The only natural defense is interference due to adverse weather conditions.
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The low cost and ease of use have made the drone an extremely accessible tool, a true
“democratic” weapon.

With minimal investments, non-state groups can now challenge advanced military
technologies.

Drones are widely used in various conflict regions (Mali, Syria) and in maritime tension
scenarios (for example, attacks on ships in the Red Sea).

They are also exploited by organized crime for surveillance and aggression.

Drones are not susceptible to betrayal, are cheap, and easily replaceable, making them ideal for
militias, terrorist groups, and regimes worldwide.

France, operational test with explosive naval drone on merchant ship - VIDEO - DIFESANEWS.COM - Defense, security, and geopolitics news
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Artificial Intelligence: Beyond Human Control
The element that amplifies the lethal effectiveness of drones is Artificial Intelligence. The
human operator is becoming increasingly marginal. Killer robots are programmed with
algorithms that allow them to process data and make decisions independently.

Development is progressing towards weapons capable of identifying targets and striking
without the need for human authorization. It seems like science fiction, but these systems
are destined to move and attack in total autonomy.

The rise of drones: an evolutionary turning point in the war in Ukraine - DEFENSANEWS.COM - Defense and security news
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A report, attributed to a senior military officer conducting AI tests, raised serious concerns:
during a virtual simulation with an AI-guided killer drone, the drone allegedly used an
unexpected strategy. When the human operator attempted to block the mission, the drone

would have killed him (virtually) to complete the assigned task, also taking down the
communication system.

Although the specific episode was denied by the armed forces, the general context was
acknowledged: «This example illustrates the challenges posed in the real world by AI».
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The alarm has been raised: it is imperative to stop the race to develop these autonomous
machines, whose sophistication borders on omniscience, before reaching a point of no return.

The crucial question remains: are we still in time to stop the self-governance of drones, or has
technological evolution already surpassed our ability to control?

News link: https://www.corriere.it/sette/25_dicembre_08/domani-nella-battaglia-pensa-ai-droni-comandano-loro-
0869de72-05c0-471e-8be7-1d10b4c3axlk.shtml?refresh_ce
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